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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

N/A
3
Rationale

This contribution makes several editorial modifications:

(1) In subclause 3.1, the definition of the Subscription Concealed Identifier are modified since it does not read smoothly. A definition of SEAF is also added in subclause 3.1 for the purposes of the present document.
(2) This contribution makes modifications in Figure 6.1.2-1. The N1 message that UE send to SEAF shall contain SUPI, SUCI or 5G-GUTI. The 5G-AIR that the SEAF send to AUSF shall contain SUPI or SUCI. 
(3) To avoid hanging paragraph, two subclauses 6.6.3.0 and 6.6.4.0 are added.
4
Detailed proposal
***
BEGIN THE FIRST CHANGES
***

3
Definitions, symbols and abbreviations

Editor's Note: Delete from the above heading those words which are not applicable. Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Subscription Identifier De-concealing Function: A function located in the home network that is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: A one-time use subscription identifier, which contains the concealed subscription identifier (e.g., MSIN) and the cleartext home network identifiers (e.g., MCC and MNC). The Subscription Concealed Identifier (SUCI) is used to protect the privacy of SUPI.
Security Anchor Function: An authentication function in the core network that interacts with the AUSF and the NG-UE and receives from the AUSF the anchor key that was established as a result of the NG-UE authentication process. The SEAF is co-located with the AMF in present release.
UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
example: text used to clarify abstract rules by applying them literally.
***
END OF THE FIRST CHANGES
***

***
BEGIN THE SECOND CHANGES
***

6.1.2
Initiation of authentication and selection of authentication method
The initiation of the primary authentication is shown in figure 6.1.2-1.  
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Fig. 6.1.2-1 Initiation of authentication procedure and selection of authentication method
The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. 

The SEAF shall send an Authentication Initiation Request (5G-AIR) to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR if it has an authentication vector for 5G AKA available and wishes to initiate an authentication with the UE over 3GPP access. 

NOTE1: In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR shall contain a subscription concealed identifier (SUCI) or a UE's subscriber permanent identifier (SUPI), as defined in TS 23.501 [2].
NOTE2: 
The 5G-AIR contains SUPI when the SEAF has a valid 5G-GUTI, and it re-authenticates the UE.
Editor's Note: It is ffs how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 

The 5G-AIR shall furthermore contain an indication of whether the authentication is meant for 3GPP access or non-3GPP access. The 5G-AIR shall also contain the serving network name, as defined in clause 6.1.1.3.

Editor's Note: It is assumed that SIDF is responsible for de-concealing the SUPI from the SUCI. It is FFS where the SIDF is located. For example, SIDF could be co-located in AUSF or UDM.
Upon receiving the 5G-AIR, the AUSF shall determine the SUPI from the subscriber.

NOTE3: The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

The AUSF requests authentication information from UDM/ARPF in the Authentication Information Request (Auth Info-Req). The AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name. The Auth Info-Req includes the serving network name and an indication whether the authentication is meant for 3GPP access or non-3GPP access. If the AUSF is configured to run EPS AKA*, then the AUSF requests one or more AKA authentication vectors (AVs) from the ARPF within the Auth Info-Req. 

UDM/ARPF chooses the authentication method based on the subscription data, and the access network type. If the access type is 3GPP access, ARPF may choose EAP-AKA' (clause 6.1.3.1) or EPS AKA* (clause 6.1.3.2). If the access type is non-3GPP access, ARPF may choose EAP-AKA' (clause 6.1.3.1).
***
END OF THE SECOND CHANGES
***
***
BEGIN THE THIRD CHANGES
***

6.6.3
NAS integrity mechanisms

6.6.3.0
General

Integrity protection for NAS signalling messages shall be provided as part of the NAS protocol.

6.6.3.1
NAS input parameters to integrity algorithm

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 8.1.1, which is about NAS input parameters to integrity algorithms. 

6.6.3.2
NAS integrity activation

NAS integrity shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Replay protection shall be activated when integrity protection is activated, except when the NULL integrity protection algorithm is selected. Replay protection shall ensure that the receiver only accepts each incoming NAS COUNT value once using the same NAS security context. 

Once NAS integrity has been activated, NAS messages without integrity protection shall not be accepted by the UE or AMF. Before NAS integrity has been activated, NAS messages without integrity protection shall only be accepted by the UE or AMF in certain cases where it is not possible to apply integrity protection. 

Editor’s Note: The message exempt from integrity protection are FFS.

NAS integrity stays activated until the 5GS security context is deleted in either the UE or AMF

6.6.3.3
NAS integrity failure handling

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 8.1.1, which contains some content on integrity failure handling. 

6.6.4
NAS confidentiality mechanisms

6.6.4.0
General

Confidentiality protection for NAS signalling messages shall be provided as part of the NAS protocol.

6.6.4.1
NAS input parameters to confidentiality algorithm

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 8.1.1, which is about NAS input parameters to confidentiality algorithms. 

6.6.4.2
NAS confidentiality activation

NAS confidentiality shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Once NAS confidentiality has been activated, NAS messages without confidentiality protection shall not be accepted by the UE or AMF. Before NAS confidentiality has been activated, NAS messages without confidentiality protection shall only be accepted by the UE or AMF in certain cases where it is not possible to apply confidentiality protection. 

Editor’s Note: The message exempt from confidentiality protection are FFS.

NAS confidentiality stays activated until the 5GS security context is deleted in either the UE or AMF

***
END OF THE THIRD CHANGES
***
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